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Setup Your Cybersecurity Awareness Program
in Just a Few Steps

Training & Phishing Awareness Program Onboarding

The following instructions will guide you through the initial steps of setting up your D2 Cybersecurity
Awareness program. If you have not already done so, please begin by creating a profile on our Insight
Portal. You can access the portal via the invitation link sent to the email address you provided. The
Insight Portal is where you will upload your user list, manage your users, and check the progress of your
municipality during training.

After creating a profile on our Insight Portal, follow these steps to complete enrollment:
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2. Complete and upload your user list

Profile

NOTE: If you are ONLY participating in training, DO NOT go onto Step 3. Contact
support@d2cybersecurity.com once you have completed Step 2.
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Scenario Permissions Import Users Finish

Importing Users

Drag and drop your pre-formatted user list file below
(Download the excel user list template here)
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Drag and drop your completed excel user list file here, or browse

Go Back

3. Have your IT Team/MSP whitelist the email domains and IP addresses listed below.
Additional information on the whitelisting process can be found on our FAQ page.

162.218.211.6 (D2’s Phishing Simulation address)
72.236.151.35 (D2’s Main Contact address)
mailsupportsystems.com
trackingsupportservices.com
payrollsupportadmin.com
messageservicesadmin.com
emessageadmin.com
helpdesksupportgroup.com

4. Email support@d2cybersecurity.com to confirm that whitelisting has been completed

5. Await test phishing simulation emails to confirm successful whitelisting
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